PEKOMEH/IALIAHA JUISI POAUTEJEN MO BE3OITACHOCTH JETEM
B CETU UHTEPHET

NuTepHeT sABISIETCS TPEKPACHBIM HCTOYHUKOM
JUIsL  HOBBIX 3HAHWM, TOMoOraeT B yuele,
3aHuMaet aocyr. Ho B To xe Bpems, CeTh TauT B
cebe MHOro ormacHoctel. O0s3aTebHO HYXKHO
MOTOBOPUTh C JIETbMHU, OOBSACHUTH, UYTO MOTYT
BO3HHMKATh PA3JIMYHbIC HEMPHUATHBIC CUTyaIlud |
TO, KaK M3 HUX JIy4lIIUM OOpa3oM BBIXOJUTH.
ITomuuTe, 4TO OE30MACHOCTH BaIllIUX JETEH B
Hurtepnere, Ha 90% 3aBUCHUT OT Bac.

Jlaxke mpH cambIX JOBEPUTENIBHBIX OTHOUIEHUSX B CEMbE POIAUTENH HHOTAA HE
MOTYT BOBpPEMS 3aMETUTh I'PO3SLIYI0 pEOCHKY ONAcHOCThb U, TeM 0oJiee, He BCceraa
3HAIOT, KaK €€ NPEJOTBPATUTb.

Bot Ha uTO ciexyer 0OpaTUTh BHUMaHUE POJAUTEINSIM, YTOOBI BOBPEMS 3aMETUTh,
4yTO peOCHOK CTaJ KepTBOU KuOepOysUIMHTa:

Becnoxoiinoe noBeaenue

Jlaxxe camblid 3aMKHYTBIM IIKOJBHUK OyAET MEepex’UBaTh M3-3a IMPOUCXOMSIIETO U
00s13aTENBHO BBIAACT ceOsl CBOMM IOBeAECHHEM. [lenpeccus U HexXelnaHwe HITU B
IIKOJIY — CaMbl€ SIBHbIE€ TPU3HAKH TOTO, YTO PEOCHOK MOJBEPIaeTCs arpeccuu.

Henpusizubs k UnTEpHETY

Ecau pebeHok mro0ui mpoBOauTh Bpemsi B IHTepHETE M BHE3AIMHO IMEepecTall dTO
JeNiath, CJHEAYyeT BBIICHUTH NpPUYMHY. B OYeHb peakux ciydasx JOeTsaM
NEeUCTBUTEIBLHO HajoenaeT npoBoauTh Bpemsi B CeTu. OmHako B OOJIBIIMHCTBE
CJIyyaeB BHE3aIHOE HEXeJIaHWE MOJIb30BaThcsi HTEpHETOM CBsI3aHO ¢ mpobiieMamMu
B BUPTYQJILHOM MHpE.

HepBo3HOCTH NIPH MOJIy4Y€eHHUH HOBBIX COOOIICHUI

HeratuBHas peakius peOCHKa Ha 3BYK NMHChMa Ha JJICKTPOHHYIO MOYTY JIODKHA
HACTOPOXKUTH poauTens. Ecian peOeHOK peryisspHO MoTydaeT COOOIICHUs, KOTOphIe
paccTpamBaroT €ro, IOrOBOPHUTE C HUM B OOCYAHNTE COEPIKaHNUEe ITHX COOOIIECHUH.



Kak HayunTh pedGeHka ObITh 0CTOPOKHBIM B CeTH U He CTATh KePTBOM
HHTEPHET-MOILICHHUKOB

KubepmomieHHMYeCTBO — OJWH U3 BUIOB
KUOEPIPECTYIJICHHS], IIENbI0 KOTOPOTO SIBIIAETCA
oOMaH T0JIb30BaTeNIei: HE3aKOHHOE I0JIyuYeHHUE
JocTyna Ju00 XHUIIEHHE JTUYHOM HH(OpMarmu

(HomMepa OaHKOBCKHUX CYETOB, MacHOPTHBIC
JAHHBIE, KOJBI, MapoJd U [p.), C IEJbIO
NPUYUHUTH MaTepUATIbHBIN HIIK UHOM yepo.

[Ipenynpexnenre KHOEpMOIIEHHUYECTBA!

1.

2.

[Ipoundopmupyiite peGeHKa O CcaMbIX PACIPOCTPAHEHHBIX METOJIax
MOIIIEHHUYECTBA U HAYUYHUTE €r0 COBETOBATHCS CO B3POCIBIMU IMEPE] TEM, KaK
BOCIIOJIb30BaThCA TEMH WM UHBIMU yciiyramu B IHTEpHETE;

YcraHoBUTE HAa CBOM  KOMIIBIOTEPHl  aHTUBHPYC WM, HapuMeEp,
MEePCOHAIBHBIN OpaHaMay>p. DTH MPUIIOKEHUST HAOMIOAAIOT 32 TpahUKOM U
MOTYT OBITh MCIOJIb30BaHbl JJIS BBIMOJHEHUS MHOXKECTBA JCUCTBUM Ha
3apaXKEHHBIX CHUCTEMaxX, HauboJiee YacThIM U3 KOTOPBIX SBISETCS Kpaxka
KOH(UIECHIUAJIBHBIX JaHHBIX;

[Ipexne yeM COBEPIINTH MOKYIKY B MHTEPHET-Mara3uHe, yI0CTOBEPHTECH B
€ro HaJIeKHOCTH U, eciii Bamr peGeHOK yxkKe COBepIIacT OHJIAMH-TIOKYIKH
CaMOCTOATENIbHO, OOBSCHUTE €My TMPOCThbie TpaBWiIa OE30MacHOCTHU:

e (O3HAKOMBTECH C OT3bIBAMM MOKYIIATENEH;

e [IpoBepbTe PEKBU3UTHI U HA3BAHHE IOPUAMYECKOTO JIMIA — BIIAJICNIbIA
MarasvHa,

e YTOYHUTE, KaK J0JITO CYIIECTBYET Mara3uH. [locMOTpeTh MOXKHO B
MTOMCKOBHUKE HIIM T10 JJaTe perucTparuu gomeHa (cepsuc Whols);

o [lonHTEpECYNTECH, BHIAAECT JIM MAra3uH KaCCOBBIN YEK;

o (CpaBHUTE IIEHBI B pa3HbIX HUHTEPHET-MAra3uHax;

o [lo3BOHUTE B CIIPaBOYHYIO Mara3uHa,;

e (OOparute BHUMaHUE Ha MTpaBUJia UHTEPHET-Mara3uHa;

e BbIsICHUTE, CKOJIBKO TOYHO BaM MPUAETCS 3aIIATUTD.



Kak pacno3HaTh HHTEPHET M UTPOBYIO 32aBUCMMOCTh

Cerogusi B Poccum Bce Oonee axTyaabHBI
npoOJeMbl  TaK  Ha3bIBAEMOW  «MHTEPHET-
3aBUCUMOCTH (CHHOHUMBI: WHTEPHET-
aQIIUKIUs,  BUPTyaJdbHAs  QIIUKIMUS) U
3aBUCUMOCTH  OT  KOMITBIOTEPHBIX  UIP
(«reiMepCTBOY). [TepBbIMH c HUMH
CTOJIKHYJIUCh BPaYU-TICUXOTEPAICBTHI, a TaKXKe

KOMITaHUH, UCTIOJIB3YIOIIHE B cBOCH
nesitenbHOCTH MHTEpHET M Hecylue yOBITKH,
B Cilydae, €CIM Y COTPYJHHKOB TIOSBJSIETCA I1aTOJIOTHYECKOE BIIEYCHHE K
peOBIBAaHUIO OHJIAMH.

CornacHo wuccnenoBanusaM KumOepnu  SIHr, TpenIBECTHUKAMHU WHTEPHET-
3aBUCUMOCTH SIBJISIFOTCS:

e HaBS3YMBOE CTPEMJIEHHUE MOCTOSTHHO MPOBEPATH JICKTPOHHYIO TIOUTY;
e TPEABKYUICHHE CIEAYIOIIETO CEaHCa OHJIANH;

e YBEJIWYCHUE BPEMEHHU, POBOJIUMOTO OHJIANH;

e YBEJIMYCHHUE KOJIMYECTBA JICHET, PACXO1YEMbIX OHJIAVH.

Ecau Bbl cumtaere, yto Bamm Oim3kue, B TOM YHCIE JETHU, CTpPagaloT OT
YpPE3MEPHOU YBIICUEHHOCTH KOMITBIOTEPOM, 3TO HAHOCUT BPEJ UX 3JI0POBBIO, yueoe,
OTHOIIICHUSIM B OOIIECTBE, MPHUBOAUT K CHJIBHBIM KOH(MIUKTAM B CeMbe, TO BbI
MOXETe OOpaTHThCSA K CHCIUAIUCTaM, 3aHUMAIOITUMCS 3ToH mpoosiemoit. OHHM
MOMOTYT IIOCTPOUTH JHAJIOr U
yOequTh  3aBUCHUMOTO  IIPU3HATHh
CYIIECTBOBAaHUE npo0JIeMbl u
COIJIACUTHCS  TOJYYHUTh TOMOIIb.
[ToMmo1p MOKET OBITH OKa3aHa Kak B
CHeIMaIbHBIX TEPaANeBTUYECKUX
rpynmnax, TaK M CTallMOHAPHO, C
HUCIOJIb30BAaHHUEM crernuaIbHbIX

MEIULIMHCKHUX TPOLEIYP.



Kak HayunTh pedeHka He 3arpyKaTh HA KOMIIBIOTEP BPEAOHOCHbIE
NPOrpamMMblI

BpenonocHele mporpammel  (BUPYCBI, YEpBH,
«TPOSTHCKHE KOHW», IIMHOHCKUE MPOrpPaMMBbI,
OOTBI U JIp.) MOT'YT HAaHECTH BpPEJ KOMIIBIOTEPY U
XpaHSIIHUMCS Ha HEM JaHHbIM. OHM TaKXe MOTYT
CHI)KaTh CKOPOCTb OOMEHa JaHHBIMH U JlaXe
UCIIOJIb30BaTh Bam KOMIIBIOTEP TUISI
pacnpocTpaHeHusl BUpyca, paccbuiath oT Bamero
UMEHHU CIIaM C aJipeca 3JIEKTPOHHOM MOYTHI WIH

npoduiIs Kakoi-Tnb0 COMaIbHON CETH.
[TpenynpexneHre CTOIKHOBEHHS C BPEJOHOCHBIMU IIPOrpaMMaMHu:

e VYcraHoBUTE Ha BCE JOMAIIHHE KOMIIBIOTEPHl CHEIHAIbHBIE IOYTOBBIC
GuIbTPpl M AHTUBHUPYCHBIE CHUCTEMBbl Ul TPEAOTBPAILICHUS 3apaKCHUs
IpPOrpaMMHOTO OO€CTieueHUs] W TOTePH JaHHBIX. [akue MPHUIIOKEHUS
HaOMIoAal0T 3a TpaUKOM M MOTYT MPEJOTBPATUTH KaK IMpPSMbIE AaTaKu
37IOYMBIIIUICHHUKOB, TaK W  aTakd, HCIOJB3YIOIINEe BpPEIOHOCHBIE
PUIIOKEHUS.

o Hcnonb3yiiTe TOIBKO JMIIEH3UOHHBIE IPOTPaMMbl U JJaHHBIE, [TOJIyYE€HHbIE U3
HAJICKHBIX MCTOYHMKOB. Yamie Bcero BHpycaMH OBbIBAlOT —3apakKCHbI
NUPATCKHUE KOIIUU IPOTrpaMM, OCOOEHHO UTp.

o OObsicauTe peOEHKY, KaK Ba)XXHO WCIIOJIb30BAaTh TOJIBKO IPOBEPEHHBIC
uHGOPMAIIMOHHBIE PECYPCHI U HE CKAYMBATh HEJTUIICH3UOHHBIN KOHTEHT.

o Ilepmogmueckn crapaiiTecb TOJHOCTHIO TPOBEPATH CBOM JIOMAIIIHUE
KOMIIBIOTEPHI.

o JlenaiiTe pe3epBHYIO KOMHUIO BaXKHBIX JaHHBIX.

o CrapailTecb nepuoOAMYECKH MEHATh MapoOJu (HAIpUMEp, OT 3JIEKTPOHHOU
MOYTHI) U HE UCIIOJIb3YHTE CIUIIKOM MPOCTHIE MAPOIIH.



Yro gesiath, eciu peGEHOK Bee 7Ke CTOJKHYJICH ¢ KAKHMH-TH00 pUCKAMH

YcTaHOBUTE  IOJOXKUTENIBHBIM  AMOLMOHAJIbHBIN
KOHTAKT ¢ pe0OEHKOM, pAaCMOJIOKHUTE €ro K pasroBopy
O TOM, 4YTO CIy4YuJoCh. Pacckaxure O CBOeEU
00eCITIOKOEHHOCTH TE€M, YTO C HHM MPOWCXOMIWT.
PeGenok momkxen Bam noBepsth M 3HaTh, 4TO BEI

XOTHUTC pa306paTbc;1 B CUTyalluul U IIOMOYb €My, a
HC HaKa3aThb.

o [IlocrapaiiTech BHUMaTENbHO BBHICIYIIaTh pacckaz O TOM, YTO IPOHM3OILIO,
MOHATh HACKOJIBKO CEPhE3HO MPOU3ONIEANIEe M HACKOJIbKO CEPbhE3HO 3TO
MOTJIO MOBJIMATH Ha PeOCHKA;

e Ecnu peGeHok paccTpoeH 4eM-TO YBUIEHHBIM (HAmpUMeEp, KTO-TO B3JIOMAl
€ro npo(uiib B COUMAIBHON CETH), WM OH MOMNaJ B HEMPUATHYIO CUTYaIUIO
(motpaTtwin Bamm uimm CBOM IEHBIW B PE3yJIbTaTe WHTEPHET-MOIICHHNYECTBA
U 1p.) — IMOCTapailTech €ro YCIOKOMTh U BMECTE€ C HUM pa3zdepurech B
CUTyalluM — 4TO TMPHUBEJIO K JI@HHOMY pE3yJIbTaTy, Kakue HEBEpHBIC
JIEUCTBUS COBEPIUI caM PeOEHOK, a rie Brl He pacckazanu eMy O mpaBHIiax
6e3onacHocTH B MIHTEpHETE;

e Ecmm curyanus cBsizaHa ¢ HacuinemM B VIHTepHeTe MO OTHOIICHHIO K
pebeHKy, TO HEOOXOUMO BBISICHUTh MH(OpMaLKIO 00 arpeccope, BbISICHUTh
MCTOPUIO B3aMMOOTHOILIEHUA pe0eHKa M arpeccopa, BBIICHUTH CYIIECTBYET
JU JIOTOBOPEHHOCTh O BCTPEYE B PEaJbHOM KW3HM; Y3HATh ObUIA JIM TaKHUE
BCTPEYM U YTO M3BECTHO arpeccopy o pebeHke (peasibHoe umsi, dhaMuius,
aapec, TenedoH, HOMEp IMIKOJIBI U T.I1.), )KECTKO HacTauBalTe Ha M30eraHuu
BCTpEU C HE3HAKOMIIaMH, OCOOCHHO 0€3 CBHIETENEH, MPOBEphTE BCE HOBBIE
KOHTaKThl peOCHKa 3a MOCJIeTHEE BpEMSI;

e CobOepute HamboJiee MOMHYI MH(OPMAILMIO O MPOUCIIECTBUHU, KaK CO CIIOB
pebeHKa, Tak U C MOMOIIbI0 TEXHUYECKUX CPEICTB — 3alAUTEe Ha CTPAHUILIbI
caiita, rae Obu1 Bam peOeHOK, MOCMOTPUTE CIUCOK €ro JIpy3eil, MpouTHuTe
coobmienus. Ilpu HeEoOXOOUMOCTH CKONMUPYHUTE W  COXpPAHUTE ATy
uHdopMaIuioo — B JajdbHEHIIEM 3T0 MOXeT Bam mpuroguthes (Hampumep,
JUTsl OOpallieHust B MPaBOOXPAHUTEIBLHBIE OPTaHbl);

e Ecinu Bpl He yBepeHBI B OLIEHKE CEPBE3HOCTH IMpouzomeamuero ¢ Bammm
pebGeHKoM, Wi PeOEHOK HEIOCTaTOYHO OTKPOBEHEH ¢ Bamu uiu BooOIIe HE
TOTOB UATHU HAa KOHTAKT, WM BBl HE 3HA€TE KaK MOCTYNUTh B TOW WJIM MHOU
CUTyallul — OOpaTUTECh K crielraucTy (TeiaedoH JT0BepHs, ropsayas JIUHUS
u 1p.), rie Bam panyT pekoMeHIauMd O TOM, KyJda U B Kakoil ¢dopme
oOpaTUThCS, €clii TPeOyeTCsi BMEMIATEILCTBO APYTUX CIIY>KO W OpraHU3aIHii
(MBJ, MUC u np.)



Kak 3amuTuTh geTeil OT HeraTuBHO uHGopMannu?

B cBs3u c pa3BuUTHEM HOBBIX TEXHOJOTUM B 00JacCTH
BUPTYAIBHOTO  MPOCTPAHCTBA, B  TOM  YHCIE C
pacnpocTpaHeHHuEeM ceTH VIHTepHeT, BO3HUKIA Tpodjema,
CBSI3aHHAsiT C  JOCTYIIOM  HECOBEPIICHHOJETHHUX K
uHbOopMaIuu COMHHUTEIIHLHOTO coepKaHus U
MpOoTUBOpEYaIel oOImenpuHsITo 3Tuke. B Hacrosmee

BpeMsi  JI000OM  4YeloBeK, B TOM  4YHUCIE U
HECOBEPIICHHOJIIETHUN, BIAJCIOUIMM 3HAHUAMH B 0O0JacTH KOMIIBIOTEPHBIX
TEXHOJIOTHI, MOXKET MOJIYYUTh AOCTYN K AaHHBIM, XpaHsIUMcs B MIHTepHeTe, nin
co3/aTh CBOM COOCTBEHHBIN BeO - pecypc. OTCYTCTBHE KOHTPOJSI CO CTOPOHBI
poIuTENEed 3a HCHOJIb30BAHMEM JETbMH CE€TH HTEepHET - OJHAa W3 NPHUYUH
JOCTYITHOCTH  HEraTMBHOW WH(pOpManuu  HecoBeplueHHoeTHUM. [lamsaTka
poauTeNnsM Mo 0e30MacHOMY MCHOJb30BaHUIO eTbMu cetu MHTepHeT. OcHOBHBIE
OpaBwia, KOTOpblE MOMOTYT orpaauTh Bamwmx ngeret ot wuHpopManuu
COMHUTENBHOTO COJIEP’KaHUs U MPOTUBOPEYALIEi OOIEPUHSITON THUKE.

IIpaBuino Nel Poautenu A0JDKHBI 3HATh MHTEPECHl W IIEIU JETEW, KOTOpHIC
HCTIOB3YIOT ceTh HTEpHET.

IIpaBuio Ne2 PekoMmeHiyeTcst OMYyCKaTh UCIOIb30BaHue ceTu HTEepHET NeThbMHU B
MPUCYTCTBUH B3pocCibIX. JlocTyn K JaHHOMY HH(DOPMAITMOHHOMY PECYPCY JTOJKEH
ObITh 3(h(PEKTUBHBIM U OE30TIACHBIM.

IIpaBuio Ne3 HeoOGxoaumMo UCKITFOUUTH JOCTYM ASTeH K pecypcam cetu MHTepHer,
COAEPKAHUE KOTOPBIX MPOTHUBOPEUYUT 3aKOHOAATENbCTBY Poccuiickoin ®Denepanuu,
MOKET OKa3aTh HETaTUBHOE BIHUSHUE HA HECOBEPIICHHOJETHUX (MHGOpPMAIIHIO,
ponaraHANuPYyOIIyt0 NoOpHOrpaduio, KyJIbT HACKIHS U KECTOKOCTH, HAPKOMAHUIO,
TOKCUKOMAHHIO, aHTHOOIIECTBEHHOE MOBEACHUE, CANThl, COAEpIKAIIUE OIMHMCAHHE
WM U300paxkeHue yOuicTB, MEPTBBIX T€J, HACUIIUS U T.I1.).

IIpaBuiao Ne4 B ciyuyae camoCTOSTENBHOTO JIOCTyna Jered Kk cetu MHTepHer,
poaurtenu JTOJIKHBI KOHTPOJIUPOBATh MCIIOJIb30BaHUE uH(popMau
HecoBeplleHHONeTHUMU. O xapakrtepe M o0bemMe HHGPOPMALMH, MOJTYyYEeHHOU
JIeThbMH B MHTEPHET — pecypcax, HeoOXoAumo y3HaBaTh B «KypHaie (uctopus)
obospeBarensn» mporpammel "Internet Explorer”, "Google chrome”, "Yandex
browser" u 1.1.. Kak orpaHu4uTh JOCTYIT IETCH K HEraTUBHOW MH(MOPMAIMH B CETH
HNutepHer? C uenpi0 OrpaHWYEHUsl JOCTyNa JeTed K «BPEIHBIM» MaTepuaiam
POIUTENU U APYTHUE WICHBl CEMbU MOTYT YCTAHOBUTH Ha KOMIBIOTEPHI MPOTPaMMy
«Kaspersky Internet Sequrity»: B HacTpolike TpOrpaMMbl NMPHUMEHUTH BKJIAIKY
«PouTenbCKUl KOHTPOIBY, MPU ATOM MPOU30MIET OJIOKMpOBKA HHGOpPMALINH,



CBS3aHHOM C TMOPHOTPAPUIECKUMHU CIOKETaMH, JKECTOKOCTBIO, HEIEH3YPHOU
JIEKCUKOM U JIp., OKa3bIBAIOLIECH HETaTUBHOE BIUSHUE HA AETEU U MOJPOCTKOB.

Cemeiinoe coriamenue o padbore B UnTepHer

Ecnu Bamm netu XoTsat nocemars MHTEpHET, BaM ciielyeT BbIpabOTaTh BMECTE C
HUMH COTJIAllIEHUE MO UCIOJIb30BaHUI0 HTepHET. YuTuTe, 4TO B HEM BbI JOJIKHBI
OJTHO3HAYHO OIHCATh MpaBa M OOS3aHHOCTH KAXJIOTO YjeHa Bameld cembH. He
3a0y/IbTe 4eTKO CHOPMYIUPOBATH OTBETHI Ha CIEAYIOIIUE BOMIPOCHI:

o Kakue caliThl MOTYT MOCEIIATh BAaIllU AETH U YTO OHU MOT'YT TaM JI€J1aTh;

e CKOJIBKO BPEMEHHU JIETH MOTYT IPOBOJIUTH B IHTEpHET;

e Urto penath, e€ciau BalUX JETE€d YTO-TO OECHOKOUT NPU MOCEHICHUU
HNnTepHer;

o Kak 3amuTuTh TUYHBIC JaHHBIC,

o Kak ciremuth 3a 6€301MacHOCTEIO;

o Kak BecTH ce0s BeKIMBO;

o Kak monb30oBaTbcsi yatamu, TpynnaMu HOBOCTEM M CIIy:)kOaMU MTHOBEHHBIX
COOOIIICHHH.

He 3a0ynpte, uTo (hopMaIbHO COCTABICHHOE COTVIAIICHUE HE OYJET BBIMOJHATHCS!
Perynspao, mo mepe He0OX0IUMOCTH, BHOCUTE U3MECHECHHS B TAHHOE COTJIAIIICHHE.
He 3a0piBaiiTe, 9TO BBI JOJDKHBI MPOBEPSATH BBITIOJIHCHHUE COTJIANNICHUS BAIIAMH
JIETHMH.

Hay4ure Bamero pedeHka HCIOJIb30BATh CJIY:K0y MTHOBEHHBIX COO0LLICHU I

[Ipy HCHOAB30BAHMM CIY>KObI MTHOBEHHBIX COOOIICHHII HAalOMHUTE BalleMy
peOEHKY HEKOTOPBIE HECIIOKHbBIE TTPaBUIa 0€30MaCHOCTH:

o Huxornma we 3amonnsiite Tpadpl, OTHOCAIIUMECS K JIMYHBIM JIAHHBIM, BEIb
IIPOCMOTPETHh UX MOYKET KaXK/IblIi;

o Huxkorga He pazroBapuBaiite B IHTEpHET C HE3HAKOMBIMU JIFOJIbMH;

e PerynspHo npoBepsiiTe CIIUCOK KOHTAKTOB CBOUX JETEH, UTOOBI yOEAUThCH,
YTO OHU 3HAIOT BCEX, C KEM OOIIAIOTCS;

o BHuMarenpHO NPOBEPSANUTE 3aPOCHl HA BKIIOUYEHUE B CIIMCOK HOBBIX JPY3€EH.
IlomHute, 9yTO0 B MIHTEpHETE YEIIOBEK MOMKET OKAa3aThbCs HE TEM, 3a KOI'O OH
ceOs BBIJIACT;

e He cnegyer wucnonb3oBaTh CHUCTEMY MIHOBEHHBIX COOOIICHMM ISt
pacrpoCTpaHEHHUsI CIIyXOB WM CIUIETEH.

Poautensam He CTOMT HaJeATbCAd Ha TAaWHYIO CIEXKKY 3a CIy>KOaMU MTHOBEHHBIX
COOOIIEHNH, KOTOPBIMH TIOJB3YHOTCS JeTH. l'opa3mo mpole HCIosIb30BaTh
n00posKenaTeabHble OTHOIICHUS C BAIIUMU JIE€TbMHU.



MoskeT Jiu Bal pe0eHOK CTaTh HHTePHeT-3aBUCUMbIM ?

He 3a0miBaiiTe, yto MHTEpHET 3TO 3amMeuaTeIbHOE CPEACTBO OOIIEHHS, OCOOEHHO
JUTSL CTECHUTEIBHBIX, WCIBITHIBAIONINX CIOXXHOCTH B oOmeHuu nered. Bemp HU
BO3pAaCT, HU BHEIIHOCTh, HU (PM3UYECKUE JaHHBIC 37€Ch HE MMEIOT HU MaJCHIIero
3HaueHusa. OJHAKO 3TOT MyTh BemeT K (opmupoBaHuio MHTEpHET-3aBUCUMOCTH.
Oco3HaTh TaHHYIO MPOOJIEMY BEChMa CIIOKHO JI0 TEX IOp, TOKa OHA HE CTAHOBUTCS
O4YeHb cephe3HoM. [la u kpoMe Toro, pakT Hamuyus Takoil Oosie3Hu kak MHTepHeT-
3aBUCHUMOCTB HE BCera npusHaercs. Yto ke nenarts?
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Ycra"HoBUTE IIpaBUIa KMCIOJIB30BAHUS JOMAIIHETO KOMIBIOTEpPA U IOCTapanTECh
HallTM pa3yMHBIA OanaHc Mexay HaxoxJaeHueM B HHTepHeT U ¢u3nyeckoit
Harpy3koil Bamero pebenka. Kpome Ttoro, mobGeiitech TOro, 4rodbl KOMIIBIOTEP
CTOSIJI HE B JETCKOM KOMHATe, a B KOMHATE B3pOCIbIX. B KOHIE-KOHIOB,
MIOCMOTPUTE Ha ce0sl, HE CIUIIKOM JIM MHOT'O BPEMEHHU Bbl TPOBOAUTE B IHTEpHET.

CogeTbl 110 0€30IIACHOCTH JJIs1 AeTeil Ppa3Horo Bo3pacra

Kak nmokazamm HCCIICAOBAHUA, IIPOBOAUMBIC B CCTHU I/IHTCpHeT, HaunoOoJee pacTymmm
CErMEHTOM I10JIb30BaTelICh HHTepHeT ABJIIOTCA JOIIKOJBHUKH.

B sTom Bo3pacTe B3pocibie OyayT UTpaTh ONPEACIISIIONIYI0 POJib B 00yYeHUU JeTei
0e30macHOMY UCIOJIb30BaHUI0 HTEpHET.



Yrto MOryT AeJaTh AeTH B Bo3pacrte 5-6 jer?

I[JISI HCTGﬁ TAKOI'0 BO3pacCTa XapaKTCPCH IIOJI0KUTEIbHBIN B3IV Ha MHUD. Onu

ropasarcia CBOMM YMCHHCM YUTATb M CUHHUTATb, @ TAKIKC JIFOOST JCINTBCA CBOMMHU

AIEIMU.

HCCMOTp?I Ha TO, YTO JACTU B 3TOM BO3PACTC OYCHb CIIOCOOHBI B MCITOJIb30BAHUH urp

n pa60Te C MbIIIBIO, BCC K€ OHU CHIIbHO 3aBHUCAT OT BaC IIPU ITOUCKC ICTCKHX

cantoB. Kak uM rmomous aeaate 3TO Oe30macHo?

B takom Bo3pacte xenarenbHO paboTaTh B IHTEpHET TOIBKO B MPUCYTCTBUU
poauTENEH;

O0s13aTeNIbHO 00BSICHUTE BalieMy peOeHKy, uyTo obiieHue B MIHTepHET — 3TO
HE peajbHasl )KU3Hb, 4 CBOEro poaa urpa. [Ipu aTom nocrapaiitech HaPaBUTh
€ro yCUJIus Ha IMO3HAHUE MUPA;

JHlobGaBbTe nerckue caiTel B pasnen M3b6pannoe. Co3maiiTe Tam mamky st
CalTOB, KOTOPBIE MOCEIIAIOT Ballld JETH;

Hcnonw3yiite criennalibHble AETCKUE MOUCKOBBIe MaiuHbl, Tuia MSN Kids
Search;

Hcnonw3yiite cpeacTtBa OJOKUPOBAHUS HEXKENATEIbHOIO KOHTEHTa Kak
JOTIOJTHEHUE K CTaHAApPTHOMY POIUTENBECKOMY KOHTPOJIIO;

Hayuure Bamiero peOeHka HUKOTIa HE BbIJIaBaTh B IHTEpHET MHGOpMAIIHIO O
ceOe U CBOEH CEMbE;

[Tpuyuure Bamero pedbeHka coodIaTh BaM O JIFOOBIX yTpo3ax WK TPEeBOrax,
CBSI3aHHBIX C IHTEpHET.

Bamn ACTH PaCTyT, a, CJICAOBATCIIbHO, MCHAIOTCA UX NHTCPCCHI.



Bospacr ot 7 10 8 Jer

Kak cyMTaroT MCHUXOJOTH, IS JIETeH 3TOro
BO3pacTa aOCOJIOTHO E€CTECTBEHHO >KEJIaHWE
BBISICHUTH, YTO OHH MOTYT ceOe ITO3BOJIUTH
nenatb 0e3 paspemieHus ponautencii. B
pesynbpTaTe, Haxoasach B MHTEpHET peOCHOK
Oy/leT TMBITaThCS MOCETUTh TE WM HHBIC
CalThl, a BO3MOXKHO M YaThl, pa3pelicHUe Ha
MOCCIICHNUE KOTOPBIX OH HE MOJY4YWsI OBl OT

poauTee.

HOBTOMy B JaHHOM BO3pPacCTC 0COOEHHO IOJIC3HBI 6y,ZLYT TC OTYCTBI, KOTOPLIC BaM
npcaoCTaBuUT PO,Z[I/ITeJIBCKI/Iﬁ KOHTPOJIb 501041 TO, qTo BBI
CMOXETE YBHICTH BO BPEMEHHBIX (aiinax Nutepuer (manku
c:\Users\User\AppData\Local\Microsoft\Windows\Temporary Internet Files B
OIEpallMOHHON CHCTEME).

B pe3ynbrare, y Bamero pedeHka He OyAeT OLIYIIECHHs], YTO BbI TJIAJIUTE EMY Yepes
IJIEY0 Ha HKpaH, OJJHAKO, BBl OyJeTe MO-MPEeKHEMY 3HATh, KaKWe CalThl MOCEIAET
Balll peOCHOK.

Crout moHMMaTh, UYTO JACTH B JAHHOM BO3pacTe 00JaJal0T CUJIbHBIM YYyBCTBOM
CEMbH, OHU JOBEPUYMBBI U HE COMHEBAIOTCS B aBTOpUTETax. J[eTm 3TOro Bo3pacra
JO0SAT WrpaTh B CETEBbIE WUrPhl M TyTemectBoBarh 1o WHrepHer. Bmomne
BO3MOYKHO, YTO OHU MCIIOJIBb3YIOT JIEKTPOHHYIO ITOYTY U MOTYT 3aXOAUTh HA CAWUThI
Y 4aTbl, HE PEKOMEHI0BAaHHbIE POAUTEIISIMU.

[To moBoay HMCIOIB30BaHUS AJICKTPOHHOM MOYTHI XOTEIOCh OBl 3aMETHTh, UYTO B
JAHHOM BO3pacTe PEKOMEHJyeTCs HE pas3periaTh HUMETh CBOM COOCTBEHHBIN
AIICKTPOHHBIN TMOYTOBBIN SIIHMK, a TIOJB30BAaThCS CEMEHHBIM, YTOOBI POIUTEITH
MOTJIM KOHTPOJIMPOBATh MEPENHUCKY.

[Tomoub Bam 3ampeTuTh PEOCHKY HCIONB30BaTh BHEIIHHUE OECIIaTHBIC SIIUKH
CMOXET TakKoe MporpammHoe obOecrneueHue, kak Kaspersky Internet Security co
BCTPOCHHBIM POJIUTEIHLCKAM KOHTPOJIEM.



YT0 MOKHO OCOBETOBATH B IJIaHe 0€30MACHOCTH B TAKOM B03paCTe?

o (CozpaiiTe CIMCOK JOMAIIHUX MPaBHII NocelieHuss HTepHeT npyu y4acTUu JIeTed u
TpeOyiiTe ero BHIIOJIHEHHUS,

o TpeOyiiTe oT Bamero peGeHKa COOJIIOEHUS BPEMEHHBIX HOPM HaXOXACHHS 3a
KOMITBIOTEPOM;

o [lokaxute peGeHKY, 4TO Bbl HAOIIOAAETE 32 HUM HE TOTOMY UTO BaM 3TO XOYETCS, a
IOTOMY YTO Bbl OECIIOKOUTECH O €r0 0€30MaCHOCTH U BCETAAa TOTOBBI €EMY ITOMOYb;

o Ilpuyuure nerel, YTO OHMU MOJDKHBI MOCEHIATh TOJBKO TE€ CaWTHI, KOTOPHIE BbI
paspeluim, T.€. CO3JaiiTe UM TaK Ha3bIBaeMblil «Oenbli» crnucok WHTEpHET c
MIOMOIIBIO CPeACTB POauTENBCKOTO KOHTPOIS;

o KommbroTep ¢ noaximoyenreMm B MHTepHET NOMKEH HAXOAUTHCS B 0OIIEH KOMHATE
IO/ IPUCMOTPOM POIUTENEH;

e lcnonp3yiiTe cnenuanbHble AeTCKUEe MmornckoBbie MammmHbl, THIIa MSN Kids Search;

o Hcnonb3yiite cpeacTBa OJOKUPOBAHUS HEXKENATEIbHOTO KOHTEHTA KaK JOTOTHEHHE
K cTaHAapTHOMY PoauTenbckoMy KOHTPOIIO;

e Co3zpaiiTe ceMEHHBIM SJIEKTPOHHBIN SIMIMK YTOOBI HE TO3BOJUTH JACTSIM HMETh
COOCTBEHHBIE a/ipeca;

o biokupyiite goctyn K caiiTam ¢ OECIUIATHBIMU MOYTOBBIMU SIIUKAMU C TTOMOIIBIO
cootBeTcTBYtomIero 110;

o [lpuyuute nerell coBeTOBAThCS C BaMU Nepel OMYOJIMKOBAaHHEM KaKOH-IHOO
uH(GOPMALIUK CPEJICTBAMU AJIEKTPOHHOM MOYTHI, YATOB, PETUCTPALIMOHHBIX (HOPM U
npoduiei;

e Hayuure nereil He 3arpyxarb (aiiapl, mporpaMmbl WIM MY3bIKy 0€3 Ballero
corjacus;

e Ucnonp3yiite QUIBTPHI SAEKTPOHHON MOYTHI JJisi OJIOKUPOBAHHUS COOOIICHUH OT
KOHKPETHBIX JIFOJIEH WU COAEpKALINX ONpPEeIeTICeHHbIE CI0Ba WK (Ppa3bl.

e He paspemaiite geTsM UCHOJB30BaTh  CIYKObl MTHOBEHHOTO OOMEHa
COOOIICHUSMU;

e B «0Oenplii» CIUCOK CalTOB, pa3pelieHHbIX IS TIOCEIICHHS, BHOCUTE TOJIbKO CAMThI
C XOpOLIEH peryTaluen;

o He 3a0b1BaiiTe GecenoBath ¢ 1eTbMU 00 UX JIpy3bsix B UHTepHET, Kak eciu Obl peyb
[UIa O APY3bSIX B peaIbHOM JKU3HU;

o He nenaiire «taby» U3 BONpOCOB MOJOBOM KU3HH, TaK Kak B IHTepHET AeTH MOTyT
JIETKO HATKHYTHCS Ha OPHOTpauIO UIH CAUTBI «JJIsl B3POCIIBIX»;

e [Ilpuyuute Bamero pebGeHKa cooOIIaTh BaM O JIOOBIX Yrpo3ax WJIH TPEBOTax,
cBsa3aHHbIX ¢ MIHTepHeT. OcTaBaiiTech CIOKOWHBIMU M HATIOMHUTE JAETSM, YTO OHU B
0€30MMacCHOCTH, €CJIM CaMH paccKa3ajld BaM O CBOMX YIpo3ax MM TPEBOrax.
[ToxBanmuTe MX ¥ TOCOBETYHTE MOJOUTH €Ile pa3 B MOJOOHBIX CITydasX.



9-12 aer

B nmanHOM BO3pacTte [€TH, Kak NpaBUJIO, YK€ HACHBIIIAHBI O TOM, Kakas
uHpopmarus cymectByeT B MutepHeT. CoBepiIieHHO HOPMAIbHO, YTO OHH XOTST
3TO YBHUJIETh, MPOYECTh, yCHbIIATh. [[py 3TOM HYXHO HOMHHUTH, YTO HOCTYIN K
HEXENaTeJIbHBIM MaTepraiaM MOKHO JIETKO 3a0JIOKMPOBAThH MPHU TTOMOIIU CPEICTB
PonutensCckoro KOHTpOJIS.

CoBeTnl 0 0€30IIACHOCTH B 3TOM BO3pacTe

o Co3paiiTe COMCOK JOMAIIHUX MPaBUIl MOcEUIeHUs] IHTepHeT Npu y4acTHH JeTeil u
TpeOyiiTe ero BHIOJIHEHHUS,

o TpeOyiite or Bamiero peGeHKa COOJIIOEHUS BPEMEHHBIX HOPM HaXOXIACHHS 3a
KOMIIBIOTEPOM;

o [lokaxute peGeHKY, UTO BbI HAOJIIOIa€TE 32 HUM HE MTOTOMY YTO BaM 3TO XOYETCs, a
MOTOMY YTO Bbl OECIIOKOUTECH O €r0 0€30MaCHOCTH U BCETAa TOTOBBI €EMY ITOMOYb;

o KowmmbroTep ¢ noaximoyeHreM B HTEpHET HOKEH HAXOAUTHCS B 0OIIEH KOMHATE
10J1 TPUCMOTPOM POJIUTENEH;

o Hcnonb3yiite cpeacTBa OJOKUPOBAHUS HEKENATEIbHOTO KOHTEHTA KaK JOTIOJTHEHHE
K CTaHAapTHOMY POouTeNbcKOMY KOHTPOIIO;

o He 3a0piBaiiTe OecenoBaTh ¢ 1eThbMU 00 UX JIpYy3bsiX B IHTEpHET;

o Hacrausaiite, yToOBl AE€THM HHUKOTJAa HE COIJIALIAJIMCH HA JIMYHBIE BCTPEUU C
npy3bsimu o UHTEpHET;

e Tlo3BonsiiTe AETAM 3aXOIUTH TOJBKO Ha CAMTBI U3 «OEIOro» CIHCKA, KOTOPHIN
co3/1aiiTe BMECTE C HUMHU;

e Ilpuyuute nereii HUKOTrJa HE BBIAABaTh JIMYHYIO HH(GOPMAIUIO CPEICTBAMHU
AIIEKTPOHHOW IMOYTHI, YaTOB, CHCTEM MIHOBEHHOr0 OOMEHa COOOIIEHUSIMH,
PETUCTPAIIMOHHBIX (OPM, JIMYHBIX NMpOodUIeil U Npu perucTpaly Ha KOHKYpPCHI B
WNHuTepHerT;

o [lpuyuute gereil He 3arpyxarb nporpammsl 0e3 Baimiero paspeuieHusi. O0bsICHUTE
UM, 4YTO OHM MOTYT CIIy4ailHO 3arpy3uTh BUPYCHl WJIH JIPYro€ HEKEIaTeIbHOE
porpaMMHOE 00ecredeHHe;

e Co3zmaiite BameMy peOEHKY OTpaHHYCHHYIO YYETHYIO 3amuch s paboThl Ha
KOMIIBIOTEPE;

o [lpuyunte Bamero pebGeHka cooOmaTh BaM O JIOOBIX Yrpo3ax WM TpeBorax,
cBsi3aHHbIX ¢ IHTepHeT. OcTaBaiiTech CHOKOMHBIMU U HAIIOMHUTE JETSAM, YTO OHU B
0€30MacCHOCTH, €CJIM CaMHU paccKazaly BaM , €ClIM CaMU paccKa3alld BaM O CBOHUX
yrpo3ax wiM TpeBorax. [loxBajmuTe UX U TOCOBETYWTE MOJOWTH elle pa3 B
MOJIOOHBIX CITydasix;

e HacraupaiitTe Ha TOM, 4YTOOBl JAE€TH MNPENOCTABIAIM BaM JOCTYN K CBOEH
AIIEKTPOHHOW TOYTe, YTOOBl BBl yOEAWINCH, YTO OHM HE OOMIAIOTCA C
HE3HAKOMIIAMH;

e OObBsicHUTE JeTSAM, UYTO HeNb3sd HCMHOJIb30BaTh CE€Thb Ui  XYJIMTaHCTBA,
pacnpoCTpaHEHus CIUIETEH WU yTPO3.



13-17 aer

B nanHOM BO3pacTe poAMTENsIM 4acTO YK€ BEChbMa CI0XHO KOHTPOJIUPOBATH CBOUX
nered, Tak kak 00 VHTepHET OHM YK€ 3HAIT 3HAYUTENIBHO OOJbIIE CBOUX
poauteneil. Tem He MeHee, OCOOEHHO BaXHO CTPOro COONIOJATh IpaBUIIA
HNHTepHET-0€30MaCHOCTH — COIVIAIIEHUE MEXKJY POIUTENsIMU U JIeTbMH. Kpome
TOT0, HEOOXOIMMO KaK MOKHO Yallle IPOCMAaTPUBAaTh OTYETHI O ACSATENBHOCTH JETEN
B HMHrepner. Cnenyer oOpaTuTh BHUMaHUE Ha HEOOXOJUMOCTb COAEpPKAHUS
pOIUTENbCKUX Taposiel (mapoJsiell aJIMUHUCTPATOPOB) B CTPOTOM CEKpeTe U
oOpaTUTh BHUMAaHUE Ha CTPOrOCTh ATUX NapOJIEH.

CoBeTbl 10 0€30IACHOCTH B ITOM BO3pacre

B »5TOoM BO3pacte MOAPOCTKM AKTUBHO MCIOJB3YIOT IIOMCKOBBIC MAIIIWHBI,
MOJB3YIOTCS  DJIEKTPOHHOM  IMOYTOH,  Ciay)k0aMM  MTHOBEHHOro  oOMeHa
COOOIIEHUSIMU, CKAUYMBAIOT MY3bIKYy W (UIbMBL. MajgpuukaM B 3TOM BO3pacTe
OoJibllle MO HpPaBYy CMETaTh BCE OTPAHMYCHMS, OHU >KKIyT TIpyOOro romopa,
a3apTHBIX UTP, KAPTHUHOK <JIJISI B3POCHBIX». JI€BOUKM MPEANOYUTaIOT OOIIaThCs B
yaTax, IpPU OSTOM OHU TOpa3o 0o0Jie YYBCTBUTEIbHBl K CEKCyaJIbHBIM
JloMoraresibctBam B MIHTEepHET.

YT0 nNOCOBETOBATH B 3TOM BO3pacTe?

o Co3zpaiiTe CNHUCOK JIOMAIlHUX NpaBUJl MOCEIICHHS VHTEpHET Mpu ydacThu
MOAPOCTKOB U TpeOyiTe OE3yCIOBHOTO €r0 BBLIMOJHEHUS. YKAKHUTE CIUCOK
3aMpelIeHHbIX CaNWTOB («YEpHBIM CHHUCOK»), 4Yackl paboTel B HWHTepHeT,
PYKOBOJICTBO 110 00111eHUI0 B MIHTEepHET (B TOM YHCIIE B YaTax);

o Kowmmnpiorep ¢ momkmouennem kK VMHTEpHET JOJKEH HAaXOAUTHCS B OOIIeH
KOMHATE;

« He 3a0wiBaiiTe OecenoBaTh ¢ AeThbMU 00 UX JpYy3bsix B HTEpHET, 0 TOM, YeM
OHHM 3aHATHI TAKUM 00pazoM, OyATO pedb UAET O APY3bAX B PEATLHOMN KU3HH.
CrpammBaiiTe 0 JIOJAX, ¢ KOTOPBIMHU JIETH OOIIAIOTCS MOCPEICTBOM CITYKO
MTHOBEHHOTO OOMEHa COOOIICHUSIMU, YTOOBI YOEIUThCS, UTO 3THU JIIOJU UM
3HAKOMBI;

e Hcnonm3yliTe cpeactBa OJOKHUPOBAHUS HEXKEIATEIBHOTO KOHTEHTAa Kak
JIOTIOJIHEHUE K CTAaHAAPTHOMY POIUTENbCKOMY KOHTPOJIIO;

o Heob6xomuMmo 3HaTh, KAKUMH YaTaMU TOJB3YIOTCA Bamm netu. [loompsiiiTe
WCIIOJIb30BAaHUE MOJICPUPYEMBIX YaTOB W HACTaWBaWTe, 4YTOOBI JETH HE
oOLIANKCh B IPUBATHOM PEXKUME;

e HacraupaiiTe Ha TOM, 4TOOBI JETH HHUKOTJAa HE BCTPEYAIUCh JIMYHO C
Ipy3pamMu u3 MHTEpHET;



[IpuyunTe nereld HUKOT/A HE BBIAABATH JUYHYI0 WH(POPMAIUIO CPEIACTBAMHU
AJIEKTPOHHOM TOYTHI, YATOB, CHCTEM MTHOBEHHOTO OOMEHa COOOIICHUSIMH,
pPETUCTPAIMOHHBIX (OPM, JUYHBIX NpodUiIeH W TPU pPETUCTpaIluu Ha
KOHKYpCHI B IHTEpHET;

[IpuyunTe nereld He 3arpyxkaTh MNporpaMMbl 0e€3 Balllero pa3pelieHHs.
OOBSICHUTE WM, YTO OHM MOTYT CJIy4YaHO 3arpy3uTbh BUPYCHI WJIH JIPyroe
HEeXKeJlaTeIbHOe ITPOTPpaMMHOE 00ECIICUCHHE;

[TpuyunTe Bamero pedbeHka cooOmarb BaM O JIOOBIX yTpo3ax WK TPEBOTax,
cBs3aHHbIX ¢ MHTepHEeT. OcTaBaliTech CIOKOMHBIMU U HATOMHUTE JIETSIM, YTO
OHHM B 0€30ITaCHOCTH, €CJIM CaMH PACCKa3ajIi BaM , €CJIM CaMU PacCcKa3ayid Bam
0 CBOMX yrpo3ax wiu TpeBorax. [loxBaauTe ux W MOCOBETYHTE MOJONTH €11
pa3 B MOJO0OHBIX CIIyJasix;

Pacckaxure netsm o nopuorpaduu B UHTEpHET;

[Tomorute UM 3aUTUTBCS OT criama. Haydwre moapoCTKOB HE BblJaBaTh B
NHTEpHET CBOETrO peambHOrO JJIEKTPOHHOTO ajapeca, HE OTBEYaTh HA
HEe)KeJlaTeIbHbIE TMChbMa U UCIIOJIb30BaTh CIEIUANIbHBIC TIOYTOBBIE (DUIILTPHI,
[TpuyuunTe ceOsi 3HAKOMHUTBCS C CATaMK, KOTOPbIE MOCEIMIAIOT HOIPOCTKH;
OOBsicCHUTE JIETSIM, YTO HU B KOEM ClIyyae Helb3sl ucrnoib3oBath CeThb s
XYJIMTAHCTBA, PACIPOCTPAHEHUS CILUIETEH WJIM YTPO3 JIPYTUM JIHOJISM;
O6cyauTe ¢ TOAPOCTKAMU TIPOOJEMBI CETEBBIX a3apTHBIX HIP M HX
BO3MOXHBIM pUCK. HamomHuTE, 4TO JA€TM HE MOrYyT WIpPaTh B 3TH WIPbI
COTJIACHO 3aKOHA.



